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1 Introduction

Welcome to TabPilot Tablet Manager. With TabPilot, you can manage Android, iOS, or MacOS devices.
The following components make up the TabPilot system:

1.

TabPilot Control Tower™: cloud-based management console

Control Tower is where teachers and administrators configure and manage the tablets. It's
the "hub" of the system. Control Tower is accessed via any standard web browser on any
computer. All devices are registered into Control Tower where they are managed.

TabPilot Agent for iOS: this is installed on each iPad and provides some of the core TabPilot
functions

TabPilot Agent for Android: this is installed on each Android device to provide all core TabPilot
functions

TabPilot Launch & Lock™ for Android: a secure launcher for Android tablets. Think of Launch
& Lock as a home screen replacement where the app icons are shown. Launch & Lock also
prevents other areas of the tablet from being accessed. Launch & Lock is feature of the
TabPilot Agent that must be licensed separately.

TabPilot Manager for Android: a back-end component installed on Android tablets that works
in conjunction with the TabPilot Agent.

TabPilot FocalPoint for Android: this is a secure browser for Android (and soon) iOS.
FocalPoint can be configured to allow students to only access the configured web site and
disallow browsing to all other sites. It can also be set to clear memorized passwords and
browser cookies, which is ideal in shared-use environments to clear student data before the
tablet is used by the next student.

TabPilot File Locker for Android: this Android app allows students to browse the four
monitored folders where teachers push content from Control Tower.

TabPilot File Locker for iOS: this iOS app allows students to view and open content sent to the
iPad from Control Tower.
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2 Control Tower Interface

TabPilot Control Tower™ is the central management console for your TabPilot system. Control Tower is
accessed through a standard web browser, usually from your computer. To access Control Tower, go to
http://ct.tabpilot.com.

EES FR
t.'.l tabpilot

CONTROL TOWER . Log In

User Name (e-mail)
Welcome to the TabPilot Control Tower! . | |

Control Tower is your web-based console for managing your mobile devices. If you do not

” . : h Password
have an account with TabPilot, you can request a free trial at www.tabpilot.com.

For access to the TabPilot User's Guide, Knowledgebase, and tutorial videos, or to open a :
support ticket, please visit support.tabpilot.com . Forgot your password?

2.1 Menu Navigation

i
12

© tep

tp tabpilot Valley School District 9 iomn@valiey.com

CONTROL TOWER

Dashboard

Dashboard Select location | Alllocations v

II

Organization

-n- Settings

Locations

e E

8 4
NUMBER OF DEVICES 1 TOTAL USERS WEBLINKS

0B

gj Device groups SPACE USED

= Metwork profiles

]

201 11
TOTAL APPLICATIONS SCREEN LAYOUTS

Restriction profiles Licenses used

Apps by 0S5

tion
Adam's Street Middle School ¥

222 screen layouts

|i

Classes

B8 Apps
) Books
C§> Web links

Content @ Organization admin
@ Location admin @ Technician ®ios @ o0sx @ Android
@ Teacher @ Toral unused @® Android @ iOS

< Teacher tools

== Status

TabPilot Control Tower 6.0 @2016 TabPilot Learning Systems, Inc., Calhoun, GA

The main menu appears down the left side of the Control Tower interface.

Each section of the menu appears with an orange header. Click on the header to show or hide that section
of the menu. The up or down indicator will change to reflect the open or closed state of the menu.

71187
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Adam’s Street Middle School ¥
S5% Screen layouts
Classes

S Apps

. Books
f_gj'? Web links

Content

—I-ﬂi—?ﬁiﬁhﬂiﬁﬂlﬁ_

The User Menu appears at the top of the Control Tower interface. Use this menu to access the My
Account area or to log out.

i john@sunrise.com A @ Help
My account
Log Out

2.2 Working with Tables

Many areas of Control Tower present information in tables with rows and columns.

Classes
Q .
L J -
Select: All None 1-12 of 12
@- 4 NAME DESCRIPTION OWNER DEVICE COUNT
(] 1st Period beth@sunrise.com 6
(] 1st Period-Copy Jarrett@tabpilot.com &
[} 2nd Period beth@sunrise.com 3

The following functions are available on most tables:

Refresh: Use this button to update the information in the table

i
./

Export: Some tables, such as the device list and app lists, offer an export feature. Use the export button to
save the contents of the current table (all pages) to a CSV file.
+

Checkboxes: Use to select one or more items. Use the All or None links at the top to automatically select
or unselect all items

Page Navigation: Use to jump forward or backwards one page at a time, or all the way to the first or last
page
51-100 of 101 40| E<H 5 [k

Sort: Click a column header to sort the table by that column. Click a second time to sort in reverse order.

The indicator will show which column is in use for sorting

v
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Resize columns: Place your pointer over the vertical divider between the column headings. When your
pointer changes to a vertical bar, click and drag to resize the column

Rearrange columns: Use drag-and-drop to rearrange the order of the columns

Customize Columns: Click the gear icon to display a choice of available fields that can be added or
removed as columns from the table. Use the Reset widths button to restore column widths to their

defaults

&

¥| Restricted
¥| Favorite
¥| Installer status




3 Setting Up TabPilot

3.1 Overview

These instructions contain information on setting up and configuring TabPilot for use in your school. They
are intended for use by the administrator, or a designated user who has been assigned an account in
TabPilot Control Tower with administrator rights. Keep in mind that some tasks are accomplished on the
tablets themselves, while most other tasks are accomplished through TabPilot Control Tower, accessed
via your computer through a web browser.

To get TabPilot ready to use for managing devices, you should complete the following steps:

® C(Create or edit locations. Typically, each school is a location in TabPilot.
Refer to the Managing Locations section of this guide.

®  (Create device groups for your devices.
Refer to the Administering Device Groups of this guide.

®  Enroll your devices into TabPilot
Refer to the appropriate section of this guide: Setting Up Android Devices, Setting Up iOS

Devices, or Setting up MacOS Devices.

® Add teacher accounts to Control Tower so that they can manage devices in the classroom. Also
set up accounts for other admins or technicians.
See the Managing Users section of this guide.

®  Assign teachers rights to manage tablet groups.
Refer to the Assigning Access Rights in the Administering Device Groups section of this guide.

®  Set up Apple VPP and Apple DEP if you use these programs.
Refer to the section Setting up DEP and Setting Up Apple Volume Purchase Program

®  Set Permissions for each user role in your organization.
See the Permissions section of this guide.

3.2 Setting Up Android Devices
3.2.1 TabPilot Standard Mode and Enhanced Mode

TabPilot runs in one of two modes on Android tablets: Standard Mode or Enhanced Mode.

Some features of TabPilot are available only in Enhanced Mode such as:
e Silent installation of apps after a remote app push from Control Tower

e Viewing student screen images in thumbnail or full screen view
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e Automatic installation of TabPilot updates

Other features throughout this guide might run slightly differently based on the mode and will reference
either Standard Mode or Enhanced Mode in the feature description.

Enhanced Mode is only available on certain tablets. TabPilot will detect whether or not your tablet is
capable of running in Enhanced Mode during the installation of Launch & Lock from Tablet Manager.

Enhanced Mode is available on a variety of tablets and the Enhanced Mode indicator will indicate a
specific type of Enhanced Mode accordingly:

Samsung Enhanced Mode

Samsung Enhanced Mode utilizes Samsung KNOX to achieve enhanced mode features on most
Samsung tablets running Android 4.2 or higher. TabPilot should automatically install in Samsung
Enhanced Mode on compatible devices.

Asus Enhanced Mode
Asus Enhanced Mode is available for the Asus Transformer TF103 and TF103CE tablet.
System Enhanced Mode

System Enhanced Mode is available on tablet that have been modified to allow system access. Check
with your TabPilot representative for more information.

To find out if your devices are running TabPilot in Enhanced Mode or Standard Mode, check the TabPilot
Console screen on the device. Look for this information in the lower right section.

B0 ¥ 4458 2:39PM

. TabPilot Console

Device 10 Device Registration

11/187
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3.2.2 Installing TabPilot

You can download from the Google Play store, or directly from our web site.

Downloading from Google Play store

Open Google Play and search for TabPilot.

( ﬁ Search results for "tabpilot”

Apps )

'tabpilot'

1. TabPilot MDM 2. FocalPoint
TabPilot Learning Syste Secure Browser

TabPilot Learning Syste
LE 8 & 2 RThhkk

Select TabPilot MDM and install the app.

When the download is complete, choose OPEN. Skip to the section Installing TabPilot After
Download.

Downloading from Web

1. Verify that the tablet will allow installation from unknown sources (i.e. sources other than
Google Play market downloads) by going to Security in the Android Settings app. Enable the
option for “unknown sources.”

Passwords

Make passwords visible .

Device administration

Device administrators
iew or ceactivate device ad

nknown sources
Allow installation of apps Trom sowces olher than The Play Stone

Credential stor

Storage type

Hardweare-backed

or
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Open the web browser on the tablet.

In the browser, go to http://ct.tabpilot.com/dist/tabpilotmgr.apk

The TabPilot Installer should download. You should see a download indicator in the
notifications area (top or bottom of your screen, based on your tablet).

Touch the notifications area then touch “tabpilotmgr.apk” from the notifications list to launch
the installer.

3 U pilotmgr.apk
pDownload 1

Most devices will automatically launch the installer. If your tablet does not launch the
installer, but prompts you for an app to use to open the APK file, cancel now and use a file
manager to open the app instead. If you don't have a file manager app on your tablet (File,
My Files, etc.) download one from the Play Store such as ES File Manager.

When prompted by the installer, click the Install button.

TabPilot Manager

Do you want to install an update to this existing
application? Your existing data will not be lost. The
updated application will get access to:

New ALL

This update requires no new permissions.

Cancel Install



http://ct.tabpilot.com/dist/tabpilot.apk
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8. When complete, press “Open.”

| 52 TabPilot Manager
App installed.
Done Open

Installing TabPilot after download

1. After downloading using one of the methods above, open the App Drawer and find and run
TabPilot Manager.

TabPilot
Manager

2. If yourtablet is rooted, you will probably be prompted to allow or grant Superuser access by
your “Superuser” or “SuperSU” app. If so, please select “Grant” or “Allow”.

NOTE: To avoid notifications on the student screen when TabPilot accesses a Superuser
feature, we recommend disabling notifications inside the Superuser or SuperSU app. These
apps also sometimes prevent TabPilot autoupdate from working without confirming the
prompt too, so we also recommend changing the setting to check for new versions. Please
see the TabPilot Knowledgebase for more information on these topics if you have rooted
tablets.
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3. Tablet Manager will indicate whether Launch & Lock will be installed in Standard or Enhanced
Mode (see TabPilot Enhanced and Standard Mode in this guide for more information).

TabPilot Manager

port TabPilot Enbanced Mode

CANCEL INSTALL LAUNCH & LOCK

O

4. Press the Install Launch & Lock button.

For Enhanced Mode, the installation will complete automatically. Your tablet will reboot
automatically after installation on some Enhanced Mode devices.

For Standard Mode, the Launch & Lock installer will run. Confirm each prompt to complete

the installation.

%4 TabPilot Launch & Lock # TabPilot Launch & Lock
Do you want to install this application? It will get acc Do you want to install an update to this existing application?
Your existing data will not be lost. The updated application will
Allow this app to: get access to:
+ Storage
ST NEW ALL

¢ Network communication

+ System tools

This update requires no new permissions

Show all

CANCEL NSTALL

or

Once TabPilot is installed on your devices, you are ready to register them on Control Tower.

3.2.3 Enrolling Android Tablets in Control Tower

In order to manage a tablet with TabPilot, TabPilot Manager and TabPilot Launch & Lock must be installed
(refer to the Installing TabPilot section of this guide) and the tablet must must be registered (enrolled)
into a device group in Control Tower. There must be at least one Device Group created prior to
registering devices. For information on creating device groups see the Administering Device Groups

section of this guide.
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If you purchased TabPilot White Glove Service, we may have already created a device group for you and
registered your devices. You may rename the device group or create additional device groups and move

tablets into them.

To register a device into a device group:

1. In Control Tower™ (not on the tablet), select select Device groups from the Organization

menu, then click the Android groups tab.

i0S groups  Mac Groups = Android groups | Removed devices

Dashboard Q All locations

Select: All Mone

Settings .'QI' & GROUP NAME SCREEN LAYOUT DESCH
Locations (all Andraid)
Users Android CART A 8 apps per screen (4X2)

Android Eastside Class Set 3 12 apps per screen (4X3)

MNetwork orofiles

2. Click the group where you'll register the tablet then click the Devices tab.

Device group details Devices  Assigned apps  Folder cleanup

Devices in group

CART A
Ql

Select: All None

_ AGENT
Q} & DEVICE ID DEVICE NAME VERSIOR

SCSP-MIFN-AFXM i7 4.3.215

3. Click the Add button.

4. On the tablet, access the TabPilot Console screen.

Assuming TabPilot is already installed, press the Home button on an unregistered device. On
Android 4.0 (ICS) just touch the choice for TabPilot. On Android 4.1 and above you’ll also
need to touch “Always”. In either case, you will be taken to the TabPilot Console Screen.

Complete action using

@ ®

Launcher TabPilot Launch & Lock
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Android 4.1 and 4.2 (Jellybean or KitKat)

9 Use Google Now Launcher as Home
JUSTONCE ~ ALWAYS

Use a different app

#  TabPilot Launch & Lock

7 Launcher

Android 5.0 (Lollipop) and above

Registration Methods: There are three possible ways to register a device with the system.

1. Register using QR Code: This method involves printing a QR code and scanning it from each tablet.
No access to a computer is needed after the QR code is generated and printed, so registration can
take place in a different location. This method is ideal for registering multiple tablets that all have a
rear-facing camera.

2. Register using Group Code: This method involves generating a 5-digit registration code from Control
Tower that's entered on each tablet. This method is not quite as fast as the QR code method, but is
the fastest way to register devices that don't have a rear-facing camera. It's also ideal when only a
few tablets need to be registered since there's no need to take the time to print a QR code.

3. Register using Device ID: This method involves reading the Device ID from the Console screen of the
device to be registered and entering it into Control Tower. This method is probably the longest due
the length of each Device ID and the fact that it's different for each tablet, so it must be read carefully.
This method would most likely only be used if you are entering long device names and prefer to enter
them on the computer keyboard rather than the tablet.

Register using QR code

To register a device using a QR code, use the information on the Devices/Add screen in the section
"Register from Device using QR or Group Code".



Register from device using QR code or Group Code

Scan a QR code or enter the group code on the device to register. From the TabPilot Console screen on
the device, use the menu to find these options.

Group code 140141
Valid until 04/06/2014 02:459 PM

Validity 8 hours v

1. A QR code can be created that remains valid for 1 hour, 6 hours, or 1 day. Select your choice from the
Validity selection box. If the date shown next to "Valid until" has expired, use the Generate New Code
button.

2. Use the Print button to print the QR code.

3. From the TabPilot Console screen on the device to be registered, tap the menu button.

From the menu, choose "Register by QR code"

Launch & Lock
Register by group code

Register by QR code

Tablet settings

Advanced
Exit

About

5. Enter a device name and tap OK.

Device name 32455|

Cancel




We suggest that you use the last 5 digits of the serial number, or a unique identifier that is easily
visible on each tablet as the name. If devices are assigned to an individual, such as found in a one-to-
one implementation, then you might also want to enter the person's name here.

6. Press OK. The camera/scanner will launch. Scan the QR code to complete the registration.

7. When finished, the tablet should jump to the Launch & Lock (student mode) screen for the screen
layout applied to the group to which the tablet belongs. If no Launch & Lock screen layout has been
assigned to the device group yet (or if you do not own licensing for Launch & Lock), the screen will
remain in the Console.

After successful registration, verify that TabPilot Launch & Lock is set as the default launcher to prevent a
student from using the Home button to get out of it. Instructions are found in the section Setting the
Default Launcher of this guide.

Register using Group Code

To register a device using a Group Code, use the information on the Devices/Add screen in the section
"Register from Device using QR or Group Code".

Register from device using QR code or Group Code

Scan a QR code or enter the group code on the device to register. From the TabPilot Console screen on
the device, use the menu to find these options.

Group code 140141
Valid until 04/06/2014 02:458 PM

Validity 8 hours v

1. A Device Code can be created that remains valid for 1 hour, 6 hours, or 1 day. Select your choice from
the Validity selection box. If the date shown next to "Valid until" has expired, use the Generate New
Code button.

2. Make note of the Group Code listed under the QR code

3. From the TabPilot Console screen on the device to be registered, tap the menu button.



4.  From the menu, choose "Register by group code"

Launch & Lock
Register by group code
Register by QR code
Tablet settings
Advanced

Exit

About

5. Enter the Group Code and a device name and tap OK.

Group code 25644

Device name 6568ﬂ

Cancel

We suggest that you use the last 5 digits of the serial number, or a unique identifier that is easily
visible on each tablet as the device name. If devices are assigned to an individual, such as found in a
one-to-one implementation, then you might also want to enter the person's name here.

6. When finished, the tablet should jump to the Launch & Lock (student mode) screen if a screen layout
has been applied to the group, otherwise, it will remain on the console screen.

After successful registration, verify that TabPilot Launch & Lock is set as the default launcher to prevent a
student from using the Home button to get out of it. Instructions are found in the section Setting the
Default Launcher of this guide.

Register using Device ID

1. On the TabPilot Console screen, look for the 12-character Device ID.

TabPilot Consale

Online

1D
SH4J-BM4Q-CXLC




2. In Control Tower, enter the Device ID on the Register Using Device ID section of the Add
device page.

Register using Device ID
Use the device ID displayed in the TabPilot Console on the device.

Device ID = =

Device name

3. Enter a device name. We suggest that you use the last 5 digits of the serial number, or a
unique identifier that is easily visible on each tablet as the name. If devices are assigned to an
individual, such as found in a one-to-one implementation, then you might also want to enter
the person's name here.

4. Click Save or Save and Add New button.

TIP: It’s possible to register multiple devices, one at a time, without using the
mouse by making use of the TAB key on the keyboard to move between fields
and the ENTER key to select the “Save and add new” button.

When finished, the tablet should jump to the Launch & Lock (student mode) screen if there is a screen
layout applied to the group, otherwise it will remain on the console screen.

After successful registration, verify that TabPilot Launch & Lock is set as the default launcher to prevent a
student from using the Home button to get out of it. Instructions are found in the section Setting the
Default Launcher of this guide.

Setting TabPilot as the default launcher
After a device is registered, you should verify that TabPilot is set to be the default launcher so that

students are unable to exit Launch & Lock by pressing the Home button.

Press the Home button on the tablet. If the tablet prompts you for an action and does not go to the
Launch & Lock screen, do the following:

For Android 4.0 touch the checkbox for “Use by default for this action” then touch TabPilot Launch &
Lock.

Complete action using

Use by default for this action.




For Android 4.1 and above, touch TabPilot Launch & Lock, then touch “Always.”

)

®

Launcher TabPilot Launch & Lock

Now, the Home button will not do anything when pressed while in Launch & Lock. Teachers will be
able to exit Launch & Lock by using the Menu button, followed by their password to get to the
TabPilot Console. From there, they’ll be able to choose “Exit” from the Console menu.

Resetting the Default Launcher

If you ever find that students are getting to the standard Android launcher when they press the home
button (perhaps as a result of a teacher or administrator accidentally changing settings) you can can set it
back to Launch & Lock. First, you need to clear the setting for launcher:

1. Go to Settings in Android and finding the “Apps” or “Applications” item and open it.
DEVICE

€ Sound

4} Display

= Storage
Battery
B Apps

Users

2. From the Apps list, swipe the screen until you reach the set labeled “All” at the top. Scroll
down to find “Launcher” and select it.

iWnn IME
800KB

nIME Keyboard (White)
OKB

-
e«

Launcher
104KB




3. Now look for a button labeled “Clear Default” and select it. You may have to scroll down to
find it.

: App info

. Launcher
version 4.2.1-533553

Force stop
¥ Show notifications
STORAGE

Total

App
Data

Clear data

CACHE
Cache 40.00KB

Clear cache

LAUNCH BY DEFAULT

:n to launch this af

Clear defaults

4. Launch TabPilot Launch & Lock from the icon in the App Drawer. Press the HOME key and
follow the instructions in the section Setting TabPiot as the Default Launcher.

3.3 Configuring Apple Device Enrolilment Program (DEP)

To enroll using DEP, your school or district must already be registered for DEP with Apple. You can do this
from deploy.apple.com or school.apple.com if you use Apple School Manager.

Only certain devices may be enrolled using DEP. In general, these are devices purchased directly from
Apple or an Apple reseller that can arrange DEP enrollment. In some cases, devices purchased in the past
few years from one of these sources can be back-loaded into the system by your Apple representative.
You can read more in the Apple Device Enroliment Deployment Guide.

Important Note: For iPads, qualified devices that were previously configured using Apple Configurator can
be transitioned to DEP. However, once a device has been registered with DEP Apple will no longer allow it
to be supervised with Configurator. Therefore, only allow a DEP profile to become active on a device if your
school or district plans to continue using DEP for that device.

TabPilot allows multiple DEP accounts to be configured.

3.3.1 Create DEP account in Control Tower

1. Choose Settings from the Organization menu.



http://images.apple.com/iphone/business/docs/DEP_Business_Guide_EN_Feb14.pdf
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2. Switch to the Apple DEP tab.
System  Apple VPP | Permissions = Allowed packages Apple DEF | Backgrounds = Organization

Select: All Mone [ DEP device lookup
£F 4 NAME

[ District DEP (ASM)

|| Secondary Fund DEP

3. Click the Create button to add a new account.

4. Enter a name for the account and choose the locations where this VPP account can be used.

Apple DEP

MNarme District DEP
Public key Click to download
Setup assistant options &

5. Use the link next to Public key to download the public key certificate that you'll upload to Apple.
Save the file to a location on your computer. The file will be named dep_cert.pem.

6. Next, you'll create an MDM server on the Apple DEP site where you'll upload this key. The process
looks a little different based on whether or not your organization uses Apple School Manager or the
non-ASM deployment site. Choose on of the following two sections according to your account

type.
3.3.2 Add MDM server for ASM Accounts

If your organization uses Apple School Manager, follow the instructions in this section for setting up
the MDM server. If not, skip to the section for non-ASM accounts.

1. Login to your Apple School Manager account at school.apple.com.

2. Choose MDM Servers in the Devices section of the menu.
@ TabPilot Learning Syste... +

PEOPLE

@ Individuals
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3. Choose “Add MDM Server” in bottom right corner.

() Add MDM Server

4. Type a name in the MDM Server Name field, such as “TabPilot MDM Server.”

Add MDM Server

1. MDM Server Name

‘ TabPilot MDM Server (] ‘

Enter a name to refer to this server, department or location.

5. Now upload your public key. Click the Upload File... button, then browse your computer for the
dep_cert.pem file that you downloaded from Control Tower.

2. Upload your Public Key

@ Upload File._. Mo file selected

6. Click "Save MDM Server" in the bottom right.

Save MDM Server

7. Look for the button to allow you to download the server token (usually labeled "your server token").
Save the tokento your computer. The filename will start with the name you provided for the server
in Step 4 and end with .p7m.

8. The server should now appear in your MDM servers list.

9. Upload the token to Control Tower and complete the remaining steps

3.3.3 Add MDM server for non-ASM Accounts

1. Login to your Apple DEP deployment site at deploy.apple.com.
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2. Choose MDM Servers. For non-ASM accounts, this is under Device Enrollment Program.

@ Deployment Programs

@ Admins

g’] Device Enroliment Program

§ Manage Servers I}
Il Manage Devices
= View Assignment History

#% Volume Purchase Program

Terms and Conditions

3. Choose “Add MDM Server” at the top right corner.

Manage Servers Add MDM Server

Server Name Number of Devices Last Connected » Last Connected IP

4. Type a name in the MDM Server Name field, such as “TabPilot MDM Server.” Check the box for
“Automatically Assign New Devices” then click Next.

Add MDM Server

1. MDM Server Name

TabPilot MDM Server

Enter a name to refer to this server, department or location

v/ Automatically Assign New Devices (3

5. Now upload your public key. Click the Choose File... button, then browse your computer for the
dep_cert.pem file that you downloaded from Control Tower. Click Next.
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Add “TabPilot MDM Server”’

2. Upload Your Public Key

Choose File... dep_cert.pem

public

ncrypt the Authentication Token file

6. Download the server token from Apple and upload it into Control Tower. Click the link “Your Server
Token” to save the file to your computer. The filename will start with the name you provided for the
server in Step 4 and end with .p7m. Click Done.

Add “TabPilot MDM Server”

3. Download and Install your Server Token.

Your Server Token

Contact your MDM vendor for installation instructions

7. After you click Done, the server name should show up in the Managed Servers list.

Manage Servers Add MDM Server
Server Name Number of Devices Last Connected « Last Connected IP
@ TabPilot MDM Server 0 Never

3.3.4 Finish configuring DEP in Control Tower

1. Return to TabPilot Control Tower to the DEP setup area. Click the Choose file button to browse for
the .p7m server token file you downloaded from the Apple DEP site.

Server token none I

2. Choose which items to run and which ones to skip using the checkboxes in the "Setup assistant
options" section. Some items are valid for both iOS and MacOS (OS X), while others are only for
one or the other. Note that if an item is skipped, such as Location Services or SIRI, it will default to
"off" or "disabled.” Apple does not provide a way for DEP to skip the question during setup and
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allow the default to be "on" or "enabled."”
Setup assistant options

i0s and 0S5 X

Location services

Set up as new or restore
Apple ID

Terms and Conditions
App analytics

bR RS

105
105 group 10th Grade iPads r
Touch ID
Passcode lock
Apple Pay
Siri

Display zoom

%

b LY

05 X
05 X group HZ Teacher Machooks ¥

File\ault i
Reaistration L

3. Choose a device group for iOS and OS X devices. This is where newly enrolled devices will be
assigned. If you have not already set up at least one device group, you will need to do so. Refer
to Adding and Configuring iOS Device Groups and Adding and Configuring MacOS Device Groups
for more information.

4. Additional options are available for DEP enrollment of Mac devices.
0S X account setup assistant options
Prompt user to create an account of type: L
Standard
* Administrator

Managed 05 X administrator account
Create managed 05 ¥ administrator account L

Full narme
Account name
Password
Werify

Show managed admin account in Users & Groups [«

Prompt user to create an account of type: This option can be used to prompt for account
creation during setup. You can choose whether the account created will be a standard user or
administrator of the device.

Managed administrator account: This option allows you to create an admin account
automatically on the device. When using this option, you can also choose whether you want that
admin account to be hidden or visible when the device user looks in the Users & Groups area in
Settings of the device.
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5. Click Save.

6. If you switch back to the Apple DEP site (either ASM or non-ASM) and refresh the page, you
should see the newly-configured server appear in the list. It should reflect the successful
connection by showing “Today” in the Last Connected column.

Manage Servers Add MDM Server
Server Name Number of Devices Last Connected « Last Connected IP
@ Tabpilot MDM Server 0 Toas 940" =5 |

3.3.5 Assigning devices to the TabPilot MDM server

Once Control Tower and the DEP site are configured to communicate with each other, you're almost ready
to begin enrolling devices.

In order to enroll your devices, you first need assign your devices to the TabPilot MDM server on the DEP
management page.

To Assign Devices
1. For ASM accounts, choose "Device Assignments" under the Devices section of the menu.
DEVICES

-
~—,

2. For Non-ASM accounts, choose "Manage Devices" from the Device Enrollment Program section of
the menu.

@& Deployment Programs

@ Admins

D'] Device Enroliment Program

@ Manage Servers
i Manage Devices
= View Assignment History

#% Volume Purchase Program

Terms and Conditions

3. Add devices by one of the three methods provided: Serial Number, Order Number, or Upload CSV
file.
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Manage Devices

1. Choose Devices By:

@ Serial Number Order Number Upload CSV File

2. Choose Action:

Assign to Server v TabPilot MDM Server v

Once one or more device serial numbers are in the list, choose “Assign to Server” from the
Choose Action section and select the TabPilot MDM Server from the server list. Click OK.

4. When successful, you'll see the Assignment Complete confirmation. Click OK.

Assignment Complete

Note: It might several hours for assigned device to be available for enrollment.

3.4 Enrolling iOS Devices

Setting up iOS devices involves registering them in Control Tower to allow them to be managed.
Supervised iPads

Some of the best features of TabPilot require that your iPads be set for Supervised mode. Examples
include:

e App Lock
e Web Lock
® Freeze student screens

There are two ways to set an iPad for Supervised mode:

1. Connecting an iPad to a Mac via USB cable and using Apple Configurator 2. This will reset the iPad,
erasing everything as part of the process. It will also upgrade to the latest version of iOS. This method is
not covered in this guide, but it's easy to find out how do this with a quick Google search for articles or
YouTube videos.

2. Enrolling the iPad into TabPilot using Apple's Device Enrollment Program (DEP). This method takes
place during the initial iPad setup either on a new device, or one that has been reset. Devices enrolled with
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this method will automatically be set for Supervised mode during the process. This method is preferred
because it has a higher level of security. Ask a TabPilot representative for details.

In both cases, you should first set up at least one iOS Device Group that will be used for enrolling devices.

You can find instructions for setting up device groups in the Adding and Configuring iOS Device Groups
section of this guide.

3.4.1 Enrolling iPads Manually (non-DEP)

Follow these steps to manually enroll an iPad in TabPilot.
Make sure you have configured at least one iOS device group before proceeding.

1. In Control Tower choose the Device groups menu item from the Organization menu.

ﬂ- Settings

Locations

_!l Users

l_] Device groups

2. From the iOS groups tab, click the name of the device group where you want to enroll the iPad, or
create a new one (see Adding and Configuring iOS Device Groups).

i0S groups | Mac Groups  Android groups  Removed devices

Q All lecations r
Select: 4l MNone u
{} & GROUP NAME DESCRIPTION

L allhos)

|| 10th Grade iPads

3. On the Devices tab, click the Add button.

Device group details | Devices  Assigned apps  Access rights

Devices in group
10th Grade iPads

Q
Select: All MNone m [']

Q & SERTAL NO. DEVICE NAME BATTERY LAST
| | F3OQP30SEFCMS iPad FEQP303EFCMS 3 2% 12/04
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4. Take note of the Group Code displayed.

Add device

To add a device to this group open Safari on the device and browse to http://mdm.tabpilot.com. Fg
the page to register the device using the group code below.

Register from device using Group Code

Enter the group code on the device to register.

Group code 249855
Walid until 12/04/2016 07:18 PM
Walidity 1 hour r

(7]

5. On the iPad, open Safari and browse to http://mdm.tabpilot.com.

tabpilot Device Enroliment

Enter group code

Optional device name

6. Enter the group code as shown in Control Tower.

7. Optionally, enter a device name. This might be a student name or end of an asset tag number to help
identify the device. If you leave this blank, TabPilot will automatically name the device iPad+Serial
Number.

8. Tap the Enroll button and follow the on-screen instructions on the iPad to complete the installation of
the profile.

Your iPad is now enrolled in TabPilot. It may take about 30 seconds for all device information to show up in
Control Tower.

3.4.2 Enrolling iPads using DEP

Be sure you've completed the steps the Configuring Apple Device Enrollment Program section of this
guide.

Power on your device to begin the setup process. If the device has previously been set up, you can
perform a factory reset on the iPad from Settings / General / Reset / Erase All Content and Settings.

Note: that if a user performs a Reset with “Erase All Settings” the TabPilot MDM profile will not be erased
and the device will continue to be supervised with TabPilot.

During the setup process you will complete screens for Language, Region, and Wifi. Additional setup steps
may also be displayed based on the settings you selected in step 2. After connecting to WiFi you should
see:
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[Your School or District Name] will automatically configure your iPad.
and then
Installing Configuration from [Your School or District Name]

If you do not see these notifications and recently assigned the devices to the DEP server on the Apple DEP
site, then you may need to wait a few more minutes for assigned devices to be available for enroliment.

At this point the TabPilot MDM profile is installed and any profile restrictions you have configured in Control
Tower will be applied.

Complete any remaining steps of the setup until you see the iPad home screen after pressing Get Started.
Name the iPad

After completing the steps above and arriving at the iPad home screen, the TabPilot Agent and
TabPilot File Locker appa will automatically install on the device. To name the device, open the
TabPilot Agent app. The first (and only first) time that the agent is opened, it will prompt to enter a
device name. For 1:1 programs, this would typically include the student name. Until this step is
completed, the iPad will appear in Control Tower as "iPad + Serial Number".

You can also rename an iPad from Control Tower on the Device Details screen.

Within a few minutes the TabPilot Agent will automatically install and any restrictions configured in the
profile currently active for the device group to which the iPad belongs.

3.4.3 Enrolling iPads using Apple Configurator 2

TabPilot provides an enrollment profile that can be loaded into Apple Configurator 2. Some schools prefer
to use Apple Configurator 2 because it can pre-load several gigabytes of apps onto each iPad via USB
sync, which can be useful in avoiding bandwidth issues when trying to load them all wirelessly during a
large roll-out.

To enroll iPads using Configurator:

1. Set up at least one device group in TabPilot (see the Adding and Configuring iOS Device Groups
section of this guide)

2. Find the device group from the device group list and open the Device group details tab for the group.

Device group details = Devices Group location Assigned apps = Access rights

Group name 6th Grade
Description
Auto-sync apps and content

Require VPP license during VPP app installation

Force school user licensing

Shared iPad mode ¢

batiannakag =7

Enroliment profile Click to download

Note: Changes made to device group settings will be applied to the devices the next time a pro

3. Click the link next to "Enrollment profile" to download a profile that you can load into Apple Configurator
2. When used, the device will enroll directly into the device group selected.



3.4.4 Checking DEP device serial numbers

In some cases, such as troubleshooting DEP enrollment, it can be useful to know whether or not a specific
device serial number is properly set up on the Apple DEP site for enroliment into TabPilot.

The DEP device Lookup button on the Apple DEP tab will connect to your Apple DEP account and
request a list of all devices currently assigned to the TabPilot MDM server. If a device does not appear on
the list, then there is most likely a problem with that serial number on the DEP site.

Use the search box to look for a specific serial numbered device. Use the account checkboxes to choose
which account(s) to display.

DEP devices
Q Al v
Select: All Mone District DEP (ASM) 1-7 of 7
_Secondar‘; Fund DEP |
£} 4 SERIAL NO. MODEL DESCRIPTION STATUS ACCOUNT
C2OPHITIE4H2 MacBaok Air E’;BA MBAIR 13.3 1.4/4G/256FLASH- Empty Secondary Fund DEP
FEQOKIIIESVW iPad Air Wi-Fi g;iYI-PGSAAIR 2 WI-FIL 64GB SPACE Enrolled District DEP (ASM)
FEQOLL 5WO iPad Air Wi-Fi EEBA IPAD AR 2 WI-FI 64GB GOLD- Enrolled District DEP (ASM)
FEQP3000MS iPad Mini Wi-Fi With Retina Display RFB IPAD MINL 2 WIFL 16GB SPACE Enrolled Secondary Fund DEP

Use the account filter to choose All DEP accounts or just a specific one.
The status column will indicate Assigned, Pushed, or Enrolled:
Assigned: the device is assigned to the TabPilot MDM server but has not enrolled

Pushed: the DEP profile has been delivered from the Apple DEP site to the device, but the device has not
yet enrolled in TabPilot. Normally, a device will only be in this state for a moment or two because it should
quickly enroll in TabPilot once it receives the DEP profile from the Apple site.

Enrolled: the device is already enrolled in TabPilot and will be available in the device list.

3.4.5 Setting up iPads for Shared iPad Mode

Shared iPad is a special multi-user mode that iPads can be configured for during DEP enroliment. Once
configured as a shared iPad, users (students) in your organization can login to the iPad using their
Managed Apple ID, created by the school using Apple School Manager (ASM). Shared iPad provides an
effective way to allow a single set of iPads to be shared by various users, while still giving each user
access to their own files, settings, and personalized experience.

Requirements for shared iPad:

e Devices must be running iOS 9.3 or above.
e Only 32 GB iPads or greater can be used.

e Only newer models of iPads can be used. The minimum supported models are: iPad Air 2, iPad Mini 4,
iPad Pro.

e School must be using Apple School Manager.

e The only Apple IDs that can be used to login to a Shared iPad are those created in Apple School
Manager.

e Devices cannot switch in and out of Shared iPad mode. They are configured for shared iPad during
DEP enrollment and must be reset to get them out of Shared iPad mode.

To configure iPads for Shared iPad:
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1. Make sure at least one device group is created. Use Device Group details to set the group for Shared
iPad.

Device group details Devices Group location = Assigned apps

Group name 6th Grade
Description
Auto-sync apps and content

Require VPP license during VPP 2pp installation &

: ety
I Shared iPad mode ©) I

Maximum cached users 10|
Location enabled
Enroliment profile Click to download

Note: Changes made to device group settings will be applied to the device

2. If desired, change the setting for Maximum cached users.

Device group details = Devices = Group location = Assigned apps

Group name 6th Grade
Description
Auto-sync apps and content

Require VPP license during VPP app installation &
Force school user licensing €} E
i £

Maximum cached users 10|

Enroliment profile Click to download

Note: Changes made to device group settings will be applied to the device

This setting determines how many users will have their data cached on the iPad. The higher the
number of users, the less storage space the iPad will allot for each user. When a user logs into an
iPad that does not have their iCloud and personal data cached, it is downloaded from the cloud. It's
beneficial to have students use the same devices as often as possible to avoid the extra time and
bandwidth needed while their local data is synced with the cloud.

3. In Settings > Apple DEP, be sure that that the iOS group is configured for the device group where
Shared iPad is enabled.
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System Apple VPP  Permissions Allowed packages Apple DEP E.al:l-cgrnul

Primary DEP account

MName Beta DEP
Status Enabled
Certificate Click to download
]
0S5 group G6th Grade
—
0S X group Machooks

Setup assistant options ©

4. Enroll your iPads using the DEP Enrollment process as usual. During the process, the iPad will reboot
and configure itself for Shared iPad mode with the configured number of cached users and boot up to
the shared iPad login screen.

3.5 Enrolling Mac Devices

Stetting up MacOS (formerly OS X) devices is similar to iOS setup. This section will be expanded to include
those instructions.

3.5.1 Enrolling Mac devices manually (non-DEP)

Follow these steps to manually enroll an iPad in TabPilot.
Make sure you have configured at least one iOS device group before proceeding.

1. In Control Tower choose the Device groups menu item from the Organization menu.

-I} Settings

Locations

,!l Users

b Device groups

2. From the Mac Groups tab, click the name of the device group where you want to enroll the device, or
create a new one (see Adding and Configuring Mac Device Groups).

i0S groups  Mac Groups | Android groups  Removed devices
Q Al lecations r

Select: Al MNone u

.{} 4 GROUP NAME DESCRIPTION

[ (all Mac)

| | HS Teacher Machooks
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3. On the Devices tab, click the Add button.

Device group details Devices  Assigned apps ~ Access rights

Devices in group
HS Teacher Macbooks

Q

{Q- & DEVICE ID DEVICE NAME LAST SYNC osu

4. Take note of the Group Code displayed.

Add device

To add a device to this group open Safari on the device and browse to http://mdm.tabpilot.com. F
the page to register the device using the group code below.

Register from device using Group Code

Enter the group code on the device to registen
Group code 249855

Valid until  12/04/2016 07:18 PM

Validity | 1 hour v

5. On the Mac, open Safari and browse to http://mdm.tabpilot.com.

tp tabpilot Device Enroliment

Enter group code |

Optional device name|

6. Enter the group code as shown in Control Tower.

7. Optionally, enter a device name. This might be a student name or end of an asset tag number to help
identify the device. If you leave this blank, TabPilot will automatically name the device Mac+Serial
Number.

8. Click the Enroll button and follow the on-screen instructions to complete the installation of the profile.

Your device is now enrolled in TabPilot. It may take about 30 seconds for all device information to show up
in Control Tower.
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3.5.2 Enrolling Mac devices using DEP

Be sure you've completed the steps the Configuring Apple Device Enrollment Program section of this
guide.

Power on your device to begin the setup process.

During the setup process, you'll reach a step for choosing a Wifi connection. Additional setup steps may
also be displayed based on the settings you selected in the DEP setup area in Control Tower. you will see
a message that your device will be automatically configured by [Your Organization Name]. This tells you
that DEP enrollment is working.

At this point the TabPilot MDM profile is installed and any profile restrictions you have configured in Control
Tower will be applied.

Complete any remaining steps to complete the setup of the Mac.
Within a few minutes the the device should show up in Control Tower.

3.6 Setting Up Apple Volume Purchase Program (VPP)

To set up TabPilot to manage apps and iBooks purchased using Apple's Volume Purchase Program (VPP)
you must first have an account setup with Apple at deploy.apple.com or in Apple School Manager at
school.apple.com.

After configuring one or more VPP accounts in TabPilot, you can distribute apps from these accounts.
TabPilot supports user-based VPP app distribution and device-based VPP app distribution. Device-based
distribution is available on iOS 9.0 and above and is preferred over user-based distribution, however, it is
only available for apps, not iBooks.

3.6.1 Configuring Apple VPP Accounts in TabPilot

TabPilot allows you to configure multiple VPP accounts per school. For each account, you will need to
download the VPP token from the Apple VPP site. Note that a single VPP account can only be configured
in one MDM at a time. If your VPP account has been used in another MDM, be sure to remove it before
adding to TabPilot.

Download the VPP token from the account you wish to use in TabPilot.

1. Login to your Apple VPP account and choose Account Summary from the user menu on the top right.

Account Summary
Furchase History
Redeem VPP Credit

Sign Out
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2. Click the link for Download Token and save the file to your computer. The filename will start with
"sToken" and end with ".vpptoken"

Volume Purchase Program e

VPP Home » Account Summary

Account Summary

Managed Distribution

solution, vou

Once tmked. you can mvite users, assign apps and books, and revoke ar wign apps dwectly throngh your

MDM solution. Thas token will expue after one year or after a password reset

Add the VPP token to TabPilot and select locations.

1. In Control Tower go to the Apple VPP tab in Organization / Settings and click the Create button.

System = Apple VPP | Permissions = Allowed packages  Apple

Q
Select: 4l Mone u
F 4 NAME ACCOU

2. Enter a descriptive name for the VPP account. Click the Choose file button to select the token that you
downloaded from the Apple VPP site.

Apple VPP
MName Main District VPP
|# Adam's Street Middle School
|# District Office
) |#*| Eastside Elementary
Location

|#| Philips Elementary
|# Valley View High School
|#| Westside Elementary

VPP server token none

If yvou are replacing certificate, please make sure it belongs t

Select the locations where this VPP account will be active. This VPP account will show up on the list of
choices when adding apps or books to the Location Apps and Location Books for the selected
locations.

Click Save.
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3.6.2 User-Based VPP Distribution

User-based distribution is the more complex (and not recommended) method for distributing apps.
However, it's the only method for delivering iBooks, so you may need to follow the process of setting it up if
you wish to use iBooks.

With user-based distribution, the app or book is assigned to the user's Apple ID. If the user has their Apple
ID configured on a device, then the assigned apps or books will be installed.

Before a user can receive the app or book assignments, they must accept an invitation to participate in the
organization's VPP program. The process of sending and then having users accept the invitations can be a
bit complex and is the reason that user-based assignment methods are not preferred. Once set up
properly for all users, the process works smoothly, but it's the initial setup that takes some care and
planning.

There are three main steps for user-based VPP setup:

1. Assign each user to a device in Control Tower so that when apps and books are assigned to a device
group, TabPilot knows which user the assignment should use.

2. Send VPP invitations to users (students)

3. Have users accept the VPP invitation using the same Apple ID they use on their school iPad

Assigning a user to a device
To assign a user to a device, find the user in the School Users list and click to display the detail page.

School user | VPP licenses

VPP accounts Main VPP account
User ID 3

E-Mail larry@gmail.com
First name Larry

Last mame Luck

Grade

Assigned devices

Click the Add button next to Assigned Devices

Devices

Devices in group Select: All None

[&]
.

A DEVICE ID DEVICE NAME
FEQQKOSXG5WW Black Air2 64
FBQPKOD3FCMS Map Mini

i FIFOPPEEGHKH Black Minij 4

Select a device from the list and click the Assign button at the bottom of the window.

The assignment will then show on the user details page as well as the Assigned Devices column of the
School Users list.
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ASSIGNED DEVICES

Map Mini

An alternate method of making the device assignment is to use the Device Details page for a device and
select a user for the assignment.

Device details = Device location Installed apps Uploaded f
General device info
Device name Black Air2 64
Serial No. FEQQKOSXG5VW
Last sync 04/28/2016 09:29 PM
Group name 6th Grade
Mode i0S supervised
Model iPads,3
WiFi MAC address 34:b8:05:e9:64:ac
Enrolled 04/26/2016 10:31 AM
Locatien enabled
Charging status { 99%
Internal storage free 53.64 GB
Internal storage total 55.79 GB
Activation lock bypass code KS80C-KT7TT-D5LQ-VPLZ-YTM2-UZD3
Lost mode Disabled
R,
School (VPP) user Sally Smith

Inviting VPP Users

Users are invited to accept user-based VPP apps from the School Users tab.

Contral Tower users | School users

a

Select: All None |- X B 1 E3 EEE EE il invite Jll & |

¥ :’ES_iRA'I'G"E USER ID FIRST NAME LAST NAME| 4 STATUS ASSIGNED DEVICES
| larry@gmail.cc 3 Larry Luck Map Mini
| test2@student 2 Joseph Test

Invite users via device notification

Select the user(s) from the list and use the button VPP device invite to send the VPP invitation to the
device as a notification.

On the device, a natification badge will appear on the TabPilot Agent app. Instruct the user to open the
TabPilot Agent, which will automatically launch Safari to a link that will open the App Store with the
invitation message ready to accept. Be sure the correct Apple ID is configured on the device ahead of
time.

To use device notification invitations, you need to have already assigned the VPP user to their device (see
section above).

This is the preferred method of sending and accepting VPP invitations.
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Invite VPP Users via e-mail

During the process of manually adding School users, you had the option of sending an invitation
automatically (see section above). If you did not select this option, you can send the invitation to one or
more users from the VPP Users list by using the VPP email invite button.

When the user receives the email, they should click the link found in the invitation. If the link is selected
from an email on the iPad itself, it should automatically launch the App Store, where the user can read and
accept the invitation. If the user reads the email and clicks the link from a computer, it will attempt to
launch iTunes on the computer, where the user can read and accept the invitation. This can lead to errors
if iTunes is not installed on the computer or if the iTunes account on the computer is different from the one
used for the App Store on the iPad. This is why sending invitations to the device is the preferred method.

The Status column will show Registered, Invited, or Associated for each user.
Registered: Entered, but not invited

Invited: Invitation was sent to the user or device
Associated: The user has accepted the invitation to accept apps and books from the organization

3.6.3 Manually sync for VPP licenses

TabPilot automatically syncs your VPP licenses every few hours, but you can use the Sync VPP licenses
button to force a manual sync. The button is found at the top of the VPP accounts list.
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4 Managing Locations

Use the Locations menu item under the Organization menu to create or edit locations within your
organization. A location refers to a site that manages sets of device groups independently.

Settings

New accounts will have a default location called "Main Location" already created. If you only have one
location, you can use this default name. If you have multiple locations (i.e. schools within a district), you
should edit the default location to become one of your school locations, then add the others.

Locations
Select: Al Mone
£ A NAME CODE
Adam's Street Middle School SAS
|| District Office DIST
Eastside Elementary EES
Philips Elementary PES
Walley View High School VHS
Westside Elementary WES

To edit a location, click the name from the list.

To add a new location, use the Add button, then fill in the Location details.

Location details

Marme Main Street Elementary
Code | MSES
Default 105 lost mode text Lost device

Default class duration (in minutes) &0

Name: The name of the location

Code: A short code to uniquely identify this site. This might be the school initials or some other code
that's already used throughout other systems in the district as the unique identifier for this site. Codes
may come into play during data import/export functions such as CSV user import.

431187



Default iOS lost mode text: This will be the default text used when putting a device into iOS Lost Mode
(i0S 9.3 and greater). The text can be changed at the time Lost Mode is activated, but this will be the
default text filled in.

Default class duration: This is the default class length used when activating screen layouts for classes.
Choose the most common class length for this school to prevent teacher from having to change it each
time they activate a layout for a class.
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5 Managing Devices and Device Groups

A device group can represent any group of devices within a location in the organization such as a grade
level, a classroom or a cart-full of devices. Each device can only belong to a single device group but can
easily be move to a different group later (see Moving Tablets to a Different Device Group in the Managing

Devices and Device Groups section of this guide).

Each device must belong to one, and only one device group (although it may belong to multiple classes).

In 1-to-1 implementations, a device group is often created for each grade level (later, teachers can add
specific student devices to classes). In some cases, there might be multiple groups for a grade level if
different groups of students are to have different restrictions on a normal basis. For example, you might
have "9th Grade Students" and "9th Grade Honors Students" as groups.

You may name the group anything you like such as: Room 107 Tabs, Cart B, Science Wing, 9th Grade
Tablets, Library Loaners etc.

Each device group can contain only devices of the same type: Android, iOS, Mac.

5.1 Adding & Configuring iOS Device Groups

1. Choose Device Groups from the Organization menu.

Settings
Locations

Users

2. Choose the iOS groups tab

i0S groups | Mac Groups  Android groups  Removed devices

3. Click the Create button.

|+ Create
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4.

Enter a Group name and optional description and choose iOS for the Type.

Device group details = Devices Group location  Assigned apps ~ Access rights

Group name 1-CART1
Description Shared 105
Auto-sync apps and content ]

Reguire VPP license during VPP app installation
Disable device-based VPP licensing

Location enabled ]
Show Lost/Return Message on lock screen

Show Asset Tag on lock screen IP address d
Shared iPad mode

Maximum cached users 5]

Lock screen passcode grace period 4

Apply per-app notification settings ]

Enroliment profile Click to download

Auto-Sync apps and content: With Auto-sync turned on, apps and files will automatically install to
devices in the group as soon as they are assigned to the group. They will also be removed from the
devices in the group when the app is unassigned from the group. Leave this box selected unless
directed by TabPilot Support to do otherwise for troubleshooting purposes.

Require VPP license during VPP app installation: When installing apps with user-based VPP app
assignment (as opposed to device-based app assignment), and with this item enabled, if there are not
enough VPP licenses to install onto every iPad in the group, TabPilot will stop installing onto
remaining devices until more licenses are available. However, if you disable this option, TabPilot will
treat the installation on the remaining iPads as if it were an App Store installation. This will attempt
to install using the Apple ID through the App Store on each of the remaining devices. In most cases,
this also means the user will be prompted to enter the password for the Apple ID on the device. Itis
recommended that you leave this item enabled.

Disable device-based VPP licensing: Enable this setting if you want apps to be assigned with user-
based licensing (i.e. using the iTunes account of the local user) rather than device-based licensing,
even if the app and device both support device-based licensing. It is recommended to leave this
setting OFF because device-based licensing is almost always preferred. User-based licensing requires
each iPad be properly configured with the user's Apple ID and all VPP user setup steps, such as
sending and accepting VPP invitations must be complete.

Location Enabled: Locating devices through Control Tower will only be available for devices in this
group if this option is enabled.

o This option is only available on Supervised devices (i.e. it cannot be used on BYOD iPads)

o This option is disabled by default.



o Only administrators can enable this option.
o Enabling the option will prompt the administrator to agree to the disclaimer.

o Enabling this option will sent and email to all administrators, notifying them that that the
feature has been enabled for the device group.

o Users can disable this on their iPad at any time.

o Users are shown that the feature is enabled if they open the TabPilot Agent app. They are
also periodically asked to confirm that they wish to allow the TabPilot Agent to access
location services.

o This feature should be enabled and used only with caution, being observant of all applicable
privacy laws.

Show Lost/Return Message on lock screen: Enable this setting to cause the default "lost message" to
appear on the lock screen of the iPad.

Show Asset Tag on lock screen: This setting can be used to display the DEP asset tag field on the lock
screen of the iPad. It can also be set to show the Device hame, IP address, or WiFi mac address.

II'II}I'IE.‘ v

Device name

IP address

WiFi MAC address
DEF asset tag

Shared iPad mode: Enable this settings if you want iPads enrolled through DEP to be configured in
Shared iPad Mode. Changing this setting will not affect devices already enrolled in the group, nor will
it affect devices moved to this group from a different one. Shared iPad mode is available in certain
model iPads that have 32GB or more and run iOS 9.3 and above. If an iPad does not meet the
requirements for shared iPad, it will be configured as a standard device when enrolling into a group
configured for Shared iPad.

Maximum Cached Users: With Shared iPad, iOS will set aside a certain amount of space on the iPad
for each user and will intelligently cache their data to that area. This makes the login process faster
when the same student uses the iPad in the future, and saves on local bandwidth since not as much of
the student's data has to be pulled down from the cloud. This is also why it's recommended that the
same student use the same iPad as often as possible. By default, iOS will determine how many "slots"
it will set aside for caching user data, but you may wish to choose your own. It's recommended to
choose a value between 2 and 10. Larger values will keep cached data for more students, but will not
allocate as much space for each. Don't worry about choosing a perfect number though...if more
students attempt to logon than there are "slots" for cached data, iOS will automatically delete the
cached data for the student who has not logged on in the longest amount of time, and the new
student will be able to log on.

Lockscreen Passcode Grace Period: In Shared iPad, the student screens will lock after a period of
inactivity. By setting a value (in minutes) in this field, you can configure the iPads to wait a certain
amount of time after the screen lock, during which the student will not be required to enter their
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passcode again. During the grace period, they can just swipe or press the home key to unlock (based

on the version of iOS).

Enrollment Profile: Click the link to download an enrollment profile that can be loaded into Apple
Configurator 2. See the section of this guide on Enrolling iPads using Apple Configurator 2 for more

details.

5.2 Adding & Configuring Android Device Groups

1. Choose Device Groups from School menu.

Settings
Locations

Users

2. Choose the Android groups tab.

i0S groups | Mac Groups | Android groups

Removed devices I

3. Click the Create button.

4. Complete the configuration settings and press Save.

Device group details

Group name 10th Grade Tablets

Description
Screen layout 2 apps per screen (4X2)
Auto-sync apps and content L

Allow teachers to exit Launch & Lock

Allow students to install pushed apps

Allow screenshot

Full screen mode rd

Screen monitoring disabled

Monitoring screen rotation none

Maote: Changes made to device group settings will be applied to the devices the next time a profile is activated to this group.

L

Device Group Settings
Group Name: Enter required group name here

Description: Optional description

Screen Layout: Select a screen layout from the drop down list. The number of icons that appear
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on the tablet screens are determined automatically by the tablet screen size. This setting
determines when Control Tower will provide a warning that you've assigned too many apps to a
screen. You should set this to a size that matches what's actually appearing your tablets.

Auto-sync apps and content: With Auto-sync turned on, apps and files will automatically install
to devices in the group as soon as they are assigned to the group. They will also be removed from
the devices in the group when the app is unassigned from the group. Leave this box selected
unless directed by TabPilot Support to do otherwise for troubleshooting purposes.

Allow teachers to exit Launch & Lock: If this item is not checked, then an administrator password
will be required to exit Launch & Lock on devices in this group. If this item is checked, Launch &
Lock will also accept the password of the teacher who activated the profile to the group.

Allow students to install pushed apps: Tablets that run in Standard Mode will not automatically
install apps after they are pushed to the devices. Instead, they will display a notification in the
notifications bar informing the user that the app has been downloaded and is ready to install. If
this option is enabled, the student will be able to select the notification and complete the
installation of the pushed app. If this option is not enabled, the student will be blocked from
doing this and installation will require a teacher or administrator to exit Launch & Lock with their
password before selecting the notification and completing the installation of the downloaded

app.

Note: This setting does NOT mean that students will be able to download and install
apps on their own, nor does it mean they will have access to Google Play. This setting
only determines whether or not they can complete the installation of an app pushed to
the device from Control Tower.

Allow screenshot: When this setting is enabled, the student will be allowed to use the screenshot
function on the table to take tablet screenshots that get saved as images to the Gallery on the
device. With this setting turned off, students will be prevented from doing this. Most online
testing requirements state that screenshots must be disabled.

Full screen mode: On some devices and versions of Android, the notification bar will remain
visible, while others will hide it. This setting will attempt to make the tablet hide the notification
bar while in Launch & Lock by making Launch & Lock go full-screen.

Screen monitoring disabled: If selected, screen monitoring will be disabled for all devices in this
group.

Monitoring screen rotation: for some device brands, screens will appear rotated 90 degrees
when viewing them in Teacher Tools (for Enhanced Mode devices). This setting allows this to be
adjusted for the entire group so that each one does not have to be individually rotated when
viewing.

Note: Changes made to these settings do not take effect on the tablets until the next
time a profile is activated to the group.




TabPilot Documentation

5.3 Adding & Configuring Mac Device Groups

1. Choose Device Groups from School menu.

Settings
Locations

Users

2. Choose the Mac groups tab.

i0S groups  Mac Groups  Android groups  Removed devices I

3. Click the Create button.

|+ Create

4. Complete the configuration settings and press Save.

Device group details

Group name Teacher Macbooks
Description

Location Adam's Street Middle School
Auto-sync apps and content L

Require VPP license during VPP app installation (¢
Disable device-based VPP licensing
Enrallment praofile Click to download

Device Group Settings
Group Name: Enter required group name here
Description: Optional description

Location: Choose a location where the device group should be created.

Auto-Sync apps and content: With Auto-sync turned on, apps and files will automatically install to
devices in the group as soon as they are assigned to the group. They will also be removed from
the devices in the group when the app is unassigned from the group. Leave this box selected
unless directed by TabPilot Support to do otherwise for troubleshooting purposes.

Require VPP license during VPP app installation: When installing apps with user-based VPP app
assignment (as opposed to device-based app assignment), and with this item enabled, if there are
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not enough VPP licenses to install onto every device in the group, TabPilot will stop installing onto
remaining devices until more licenses are available. However, if you disable this option, TabPilot
will treat the installation on the remaining iPads as if it were an App Store installation. This will
attempt to install using the Apple ID through the App Store on each of the remaining devices. In
most cases, this also means the user will be prompted to enter the password for the Apple ID on
the device. It is recommended that you leave this item enabled.

Disable device-based VPP licensing: Enable this setting if you want apps to be assigned with
user-based licensing (i.e. using the iTunes account of the local user) rather than device-based
licensing, even if the app and device both support device-based licensing. It is recommended to
leave this setting OFF because device-based licensing is almost always preferred. User-based
licensing requires each iPad be properly configured with the user's Apple ID and all VPP user setup
steps, such as sending and accepting VPP invitations must be complete.

Enrollment Profile: Click the link to download an enrollment profile that can be loaded into Apple
Configurator 2. See the section of this guide on Enrolling iPads using Apple Configurator 2 for
more details.

5.4 Assigning Access Rights to Device Groups

Before a teacher can manage a group of devices, including the ability to choose the group in Teacher
Tools, they must be granted access rights to the group.

1. Choose Device groups from the Organization menu.

Settings
Locations

Users

2. Click on the name of the group from the list.

i0S groups  Mac Groups  Android groups  Remowved devices
2§ All locations ¥
Select: all None

£} A GROUP NAME DESCRIPTION

(Al i0s)

10th Grade iPads

Sth Grade iPads
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3. Click on the Access rights tab.

Device group details Devices Assigned apps = Access rights

Access rights for group
6th Grade iPad

Select: Al Mone 4+ Grant access rights ¥ Revoke access rights
i A USER MAME (E-MAIL) FULL MAME

)] beth@sunrise.com Beth Jenkins

] johnny@sunrise.com Johnny Smith

)] susan@sunrise.com

4. Use the Grant access rights button to add users to the list and grant them access, or choose
users from the list and use the Revoke access rights button to remove them.

5.5 Viewing the Device List and Finding a Device

To view all devices in a group, select Device Groups from the Organization, then choose the appropriate
tab.

i0S groups | Mac Groups  Android groups  Removed devices

e, | Al locations v

Select: All None

¥ 4 GROUP NAME DESCRIPTION
[ (allios)
[ | 10th Grade iPads

[ oth Grade iPads

Click any group to open it.

To view all devices for a particular device platform, use the "(All ...)" selection at the top of the groups list.
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Device group details Devices  Assigned apps  Access riohts

Devices in group

6th Grade iPad

Selct ll one & et vep ser J§ S Remove activation lock
{Q A SERIAL NO. | DEVICE NAME | BATTERY LEVEL ‘ LAST SYNC | MODE
l:l FEQMT1EEFK14 Orange 87% 08/06/2015 105 su

o,

Use the search box at the top of any list to search for a device.

4
The device list table can be exported to a CSV file using the Export button:
Use the gear icon to customize the viewable columns. Changes will be reflected in the exported CSV file.

5.6 Moving Devices to a Different Device Group

Each device can belong to only a single device group.

1. Select one or more devices from the device list.

Device group details Devices  Assigned apps =~ Access rights

Devices in group
6th Grade iPad

Selct: 41 one & set vee user J§ B Remove activton ock
{a- 4 SERIAL NO. | DEVICE NAME | BATTERY LEVEL | LAST SYNC | MODE
D FEQMTLEEFK14 Orange 87% 08/06/2015 105 su

o

2. Click the Move button.
' Move

3. From the list of available device groups, click the name of the group you want to move the device(s)
into.

Move devices

Move to group

Q

4 GROUP NAME

7th Grade iPad

Note: You can only move a device to a device group of the same type, Andriod, iOS, or Mac.
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5.7 Locating all devices in a group

You can display a map that shows the location of all Android or iOS devices in a group provided the
following criteria are met:

1. The location feature has been enabled for your school
2. The location feature has been enabled for the device group

For iOS devices, only those that meet the following criteria will be shown:

1. The device is in iOS Supervised mode

2. The location feature has not been disabled on the Device Details tab

3. Location services has been enabled in Settings on the iPad

4. Location services has been configured to allow access to the TabPilot Agent App (this can be done
from settings, or when prompted when opening the TabPilot Agent app on the iPad)

This feature should be enabled and used only with caution, being observant of all applicable privacy laws.
This function is not available to users in the teacher role.

Click on the pin for any device to display the device name and the date and time that the location was last
updated.

Device group details = Group location | Assigned apps

Location for group
8th Grade IPAD

&=
+ F8QP303EFCMS (Brown) o
07/04/2015 01:18 PM g
. N -

¢

.

Note: For iOS, the location functions are built with maximum privacy for the device user, offering multiple
ways for locations services to be turned off. Therefore, it's not a reliable, guaranteed method for finding
devices, but rather a convenience for situations where it remains enabled. The feature has largely been
replaced by the new iOS Lost Mode, introduced in iOS 9.3. It is recommended that Lost Mode be used in
most cases. The Location feature described here will eventually be phased out as Lost Mode becomes
more commonly used. Refer to the Lost Mode section under iOS Device Management of this guide for
more information.

5.8 Rebooting an Android Device

Administrators can remotely reboot an Android device by selecting a device using the Reboot button at the
top of the device list.

5.9 iOS Device Management

TabPilot gathers key information about the iPads it manages. You can check these details by selecting a
device from the Device Group list.

54 /187



TabPilot Documentation

Choose Device groups from the Organization menu.

-]:- Settings

i .
1117 Locations

,& Users

g Device groups

Click on any device group on the iOS groups tab.

Device group details | Devices  Assigned apps  Access rights

Devices in group

7th Grade iPad

Q

i} 4 SERIAL NO. DEVICE NAME
[ DMPMIBR.CF4YH Black1o
[ F7PMymBFPE4 Blue

Device details tab

Device details  Device location Installed apps  Uploaded files  Installed books — Config payloads VPP licenses

General device info Installed profiles

Device name Black Mini 4 Restriction profile i05 No Restrictions
Serial Mo. FOFQRPEI Metwork profile  Student Networks Profile
Last sync 04/28/2016 10:42 AM Screen layout  none

Group name &th Grade DEP information

Mode i0S DEP supervised DEP model iPad Mini Wi-Fi

Model iPads, 1 DEP description  IPAD MINI 4 WI-FI 64GE GOLD-USA
WiFi MAC address 34:12:98:bf:b DEP colar coLD

Enrolled U_3!30!2016 o DEP asset tag

Location enabled “ DEP account  ASM DEP

Charging status [mp 98%

Internal storage fres 53.64 GB

Internal storage total 55.79 GB

Activation lock bypass code U2GWX-50XME-EP3V-RYNG-™" == =~

Lost mode Disabled

Teacher user nong

School (VPP) user Bob Land

0S information

Installed version 9.3

Status Available
Available version 9.3.1 (i05 9.3.1)
Download size 26.71 MB

Install size 158.72 MB
Requires restart Yes
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5.9.1 Assigning a teacher or student to a device

You can assign a teacher or a student to a device using one of two methods. One method is to assign the

device from to the user from the user details. The other method (described here) is to assign the user from
the device details. Assigning users will be helpful when using the classes feature. It will also be necessary
to assign a teacher to a device if you will be using Apple's Classroom App because TabPilot needs to know
which devices to send specific class rosters to.

Teacher user Beth Jenkins

School (VPP) user none

Click the "Set user" button next to "Teacher user" or "School user" to make the assignment, then select a
user from the list.

5.9.2 Rename an iOS device
To rename a device, type a new name in the Device name field on the Device Details tab and click Save.
5.9.3 Clear an iPad Passcode

To Clear an iPad passcode use the Clear passcode button from device details. Note that you can also
clear passcodes from the Teacher Tools screen.

5.9.4 Activation Lock Bypass on iPad

Activation Lock is a feature of iOS 7 and above that's designed to prevent the activation of a lost of stolen
device. Activation Lock is enabled when the user enables the Find My iPad feature that is available when
they enter their iCloud account in Settings.

If Activation Lock is enabled for an iPad, it can become difficult for the school to reset and use the iPad
again after a student turns a device back into the school without having access to the student iCloud ID and
Password. The solution is to use TabPilot's activation lock bypass features.

When a supervised device (DEP or non-DEP) enrolls into TabPilot, Control Tower will capture the
activation lock bypass code and store it for later. You can view the code on the device details screen:
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Device details | Installed apps
Serial Mo. FEBOP303EFCMS
Device name iPad FEQP30AEFCMS
Group name 9th Grade IPAD
Profile
Mode 105 DEP supervised
0% version 8.3
Model iPad4,4
Last sync 05/05/2015 05:35 PM
Charging status 45%
Internal storage free 11.59 GB
I—hﬁw = =B
Activation lock bypass code YL7QF-VCUPY -MMXE-09WZ-CBGI-E3Z4
WPP User none
DEF model iPad Mini Wi-Fi With Retina Display
DEP description RFB IPAD MIMI 2 WIFI 16GE SPACE GRAY-LSA
DEP color SPACE GRAY
DEF asset tag

There are two ways to use the activation lock bypass code. If the student has already reset the device and
it is prompting for the login ID and password in the starting activation process, the code can be entered
manually. Just leave the ID field blank, and enter the bypass code into the password field. Note that it's
case sensitive!

If the device has not already been reset and is still registered in Control Tower, then an easier way to
bypass the activation lock is to use the Remove Activation Lock button in device details.

Once the code is removed, you can reset the device and will not be prompted for the previous user's
account info.

5.9.5 Lost Mode for iOS

Lost Mode helps you lock and find lost devices. When initiated, you'll be prompted to enter a phone
number and custom message that will appear on the device screen. The device will be locked into the
screen with your message until you release it. The device will also report it's location back to TabPilot,
even if location services are disabled on the device.

To enable Lost Mode in iOS 9.3 or above:
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1. Go to Device Details and click the Lost mode button.

School {(VPP) user Sally Smith =
OS information

Installed version 0.3.1

Status

Available version
Download size
Install size
Requires restart

~

' OSUpdale

L

2. Enter a phone number, message, and footnote to appear on the lock screen (note that the footnote is
quite small and may be difficult to read on the device). Click the Lost mode button to send the
command to the device.

Lost mode

Phone number €
222-555-1212

Message
This device belongs to Sunrise school.
Rlease return to the schoaol office or
call us.|

Footnote €
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3. The iPad will lock and display your custom information. It also sends its current location to TabPilot.

L ost iPad

This device belongs to Sunrise School. Please return to the
school office or call us.

Call 222-555-1212

4. To find the lost iPad using a map, go to the Location tab next to Device Details.

Device details Device location

Location for device
Black Air2 64

)

al

e Qa
Calffioun

To disable Lost Mode once a device is found:
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1. From Device Details, click the Disable lost mode button.
SCNOOI (VFF) user Sally smitn

OS information

Installed version 9.3.1
Status

Available version

Download size

Install size

Requires restart

2. The iPad lock screen will display a message to notify the user that the device had been in lost mode
and that the location information was shared.

)53

Friday, April 29

(*) Lost Mode
The location of this ast shared with "93.92.2"
at 10:53 AM on Apri

3. After the iPad is unlocked by the user, another message is displayed to let the user know about lost
mode, and the gathering of the device location.

Lost Mode

The location of this device was last
shared with "93.92.__2.10" at 10:63
AM an April 29, 2016.

Dismiss
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5.9.6 Remote Wipe (erase) an iPad

To remote wipe (erase) and iPad, use the Erase Device button from device details. Note that if Activation
Lock has been enabled (i.e. the student enabled Find my iPad) you should remove the activation lock first.

You can also erase a device or erase an entire group by using the Erase device button at the top of the
device list.

5.9.7 Locate a Device

You can locate a device on a map with the Locations feature provided the following criteria are met:

The location feature has been enabled for your school

The location feature has been enabled for the device group

The location feature has not been disabled for the device on the Device Details tab

Location services has been enabled in Settings on the iPad

Location services has been configured to allow access to the TabPilot Agent App (this can be done
from settings, or when prompted when opening the TabPilot Agent app on the iPad)

agrwihE

This feature should be enabled and used only with caution, being observant of all applicable privacy laws.
This function is not available to users in the teacher role.

Device details Device location

Location for device
Brown

ot
Calhoun E:ﬂ_‘

5.9.8 Listing apps or files installed on a device

Use the Installed Apps or Uploaded Files tab to find apps and files loaded on the device.

Device details Device location = Installed apps | Uploaded files

Installed apps for device
Brown

Select: All Mone

o ] A NAME VEH

‘]6 Calendar

! Camera

8.
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To remove an app from the Installed Apps tab: Managed apps can be removed using the Uninstall button
on the Installed Apps tab. However, if the app is assigned to a group or class to which the device belongs,
and auto-sync is enabled for the group, the app will be reinstalled during the next sync. Usually, apps are
removed by unassigning them from the group or class that caused the installation in the first place.

To remove a file from the Uploaded files tab: Files can be removed using the Remove button on the
Uploaded Files tab. However, if the file is assigned to a group or class to which the device belongs, the file
will be reinstalled during the next sync. Usually, files are removed by unassigning them from the group or
class that caused the installation in the first place.

5.9.9 View VPP app and book licenses for a device

The VPP licenses tab is used to view a list of VPP app and book licenses assigned to the current device.

Device details Device location  Installed apps  Uploaded files VPP licenses  Installed books — Config payloads

Q

& NAME ACCOUNT

Pro Metronome - Tempo Keeping with Beat, Subdivision and Polyrhythm for Musicians WHS Music Departn

[# &)
ﬁ Periodic Table ! WHS Music Departn

5.9.10 Viewing iOS profile information

The iOS Config Payloads tab provides technical details on installed profiles. Clicking on any profile will
show the profile configuration payload details. This information can be useful for troubleshooting issues
while working with TabPilot Technical Support. It can also be useful for identifying unwanted student-
installed profiles.

Device details Device location  Installed apps = Uploaded files | 05 config payloads

Q

& NAME IDENTIFIER

com.tabpilot.network com.tabpilot.network

105 no restrictions com.tabpilot.restrictions

TabPilot MDM com.apple.magmt.External.02fb375a-ed26-4b29-8300-0e8fcofb56a8

5.10 Android Device Management

TabPilot gathers key information about the devices it manages. You can check these details by selecting a
device from the Device Group list.
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Choose Device groups from the Organization menu.

Organization A
ﬂ- Settings

Locations

_& Users
Q] Device groups

Click on any device in the device list on the Devices tab.

Device group details Devices  Assigned apps ~ Folder cleanup = Access rights

Devices in group
8th Grade Android

Q

¥ & DEVICE ID DEVICE NAME

[|  255K-4YYK-CBGE Java Joe 33245 35% 11/30/20

[ | 2816-0ZYA-BTRS Sally Smith 54429

Device details tab

This screen shows key information about the device including the Device Name and TabPilot version. This
same information can also be displayed on the devices table on the previous screen using the customize
button (gear).

Device details | Installed apps  Uploaded files

Last sync 11/30/2015 01:00 PM
Device ID 2816-QZYA-BTRS
Device name Sally Smith 54429
Group name ath Grade Android
Profile After School

Agent version 4.3.221

Manager version 4.3.221

Mode System enhanced

05 version 4.4.2

Model RK3288

WiFi MAC address Unknown

Enrolled 12/07/2014 02:11 PM
Status Offline

Charging status [y 99%, Mot charging
Screen monitoring disabled [

Internal storage free 14.49 GB

Internal storage total 15.62 GB

External storage free 0B

External storage total 0B
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5.10.1 Rename an Android device

To rename an Android device, go to the Device Details tab, edit the device name, and click Save.

5.10.2 Disable screen monitoring

To disable screen monitoring for a device, put a checkmark in the check the "screen monitoring disabled
box" on the Device details tab and click save. You may wish to do this on certain devices for privacy. No
user, including administrators will be able to monitor a device screen if this option is enabled.

5.10.3 Listing apps installed on a device

Use the Installed apps tab to list all apps currently installed on the device.

Device details Installed apps Uploaded files

Installed apps for device
2Y42NBRNFTDN (V4-DEMO)

Q

Select: All None

iCF A NAME

¥ 50 States

123s ABCs FREE Handwriting Fun ZB

g z
(AN

VERSION

7

2.0.5

5.10.4 Uninstalling a single app from a device

The Uninstall button allows you to remotely uninstall apps from the devices. Note, however, that if you
uninstall an app from this area, and the app is assigned to the device group to which the device belongs,
and the group is set for auto-sync, the app will automatically reinstall during the next sync.

See the section Deleting one or more apps from a device section of this guide for details.

5.10.5 Viewing or removing uploaded files

The Uploaded files tab will display files in the folders managed by TabPilot. From here, you can remove
one or more files from the device. Note, however, that if you remove a from this area, and the file is
assigned to the device group to which the device belongs, and the group is set for auto-sync, the file will

automatically reinstall during the next sync.

See the section on Content/Files for details on managing files.

Device details Installed apps

Uploaded files for device

Uploaded files

2Y42NBRNFTDN (V4-DEMO)

Q

Select: A

None

¢ A NAME

AnneofGreenGables.epub

L4l FocalPoint-1.apk

FOLDER
% y
/

.
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5.11 Managing iOS updates

TabPilot can be used to manage updates to the iOS operating system on iPads that are enrolled in
TabPilot via DEP. If your iPads are not DEP-enrolled, you can view iOS information, but will not be able to
manage the update.

You can find devices that have an available OS update either from the device list or device details.

To find devices that have an available update, choose the device group or "All iOS" from Device Groups.
Look for the column labeled "OS UPDATE". You can sort the list by clicking the column header to bring all
devices with an available update to the top. If an update is available, the version will be indicated in the
update column.

Device group details ~Devices Group location  Assigned apps = Access rights

Devices in group
7th Grade iPads

[=]

.}

Select: All Mone E m

{jt- SERIAL NO. DEVICE NAME BATTERY LEVEL LAST SYNC MODE 4 0OS UPDATE

FEQP303EFCMS brown 81% 12/18/2015 05 DEP supervised Available (9.2)

You can also find out if an update is available for a specific device in the OS information section of Device
Details.

0S information

Installed version 9.3

Status Available
Awvailable version 9.3.1 (105 9.3.1)
Download size 26.71 MB

Install size 158.72 MB
Requires restart Yes

Viewing updates from this area provides additional details such as the size of the download.

To initiate or schedule the update choose the device(s) from the list or device details page, then click the
OS Update button.

Choose whether you want the update command to be sent to the iPad(s) immediately, or at a scheduled
time. When scheduling and update, you can send the command at a fixed time, or randomize it over a
specified number of yours. Randomizing the update over a few hours can help avoid WiFi bandwidth
problems if many devices are using the same WiFi access points.
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Choose when to install the 10S update.

If this iPad has a passcode it will be cleared.

#® Immediate
Later at specified

Date
Time 01 |00 T |AM oY

Randomize over hours

5.12 Finding non-active or recently removed devices

It can be useful to know when devices have been removed from TabPilot, the reason they were removed
and the user responsible for the removal. You can access this information from the Removed devices tab
in the Device Group area.

Android groups | i0S groups | Removed devices
=Y |ran v

Select: All None 1-13
@ 4 DEVICE ID DEVICE NAME REASON INITIATOR REMOVE DATE LAST SYNC

) F7PM1FLUBFP34 Blue MDM Profile 04/24/2015 04/24/2015

[S) F7PM1FLUBFP34 Blue MDM Profile 04/10/2015 04/09/2015

(] F7PM1FLBFPa4 Blu Device john@sunrise.com  04/06/2015 04/02/2015

This is particularly useful for iPads that have not been locked down to prevent MDM removal because it
allows you to know if the device is no longer connecting to TabPilot due to removal by the student. This
might be more common in a BYOD environment. The Remove Date, Initiator, and Last Sync fields are
particularly helpful in this scenario. You may wish to sort the table by Last Sync or Remove Date (click
the column heading).

Reason Codes:

MDM Profile = profile was removed on device
Device = particular device was removed from CT
Group = entire group was removed from CT
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6 Managing Users

Select Users from the School menu for the user management area.

Settings

Locations

6.1 Control Tower Users

The Control Tower Users tab is for managing users who have an account for logging into Control Tower
including teachers, technicians, and administrators. Each user account in this area is assigned an ID and
password to log into Control Tower and access functions assigned to their role.

Control Tower users | School users  Apple School Manager

Q

Select: All None E

:@ ¥ USER MAME (E-MAIL) ROLE TEACHER I0S DEVICE
Justini@valley.com Technician none
johni@valley.com Organization admin none
david @valley.com Location admin none

Users can belong to one of four roles:

e Organization Admin: access to all locations and all functions in the system

® Location Admin: access to locations and features enabled by the district admin (if any) and configured
in Settings / Permissions

e Technician: access to locations and features enabled by the district admin (if any) or location admin
and configured in Settings / Permissions

e Teacher: access to limited locations and features as set by users of higher role levels and configured in
Settings / Permissions

6.1.1 Importing Control Tower Users from a File

To import a list of users, you need to provide a CSV (comma separated values) file with the users. You can
save to CSV from any spreadsheet program or export to CSV from most management systems.

The CSV file should have the following fields, in order:
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Email, First Name, Last Name, Password, Role

Do not use a header row.
Email, First Name, and Last Name are required.

For Role use A for Administrator, S for School Technician, or T for Teacher. If blank, user will be
assigned to the Teacher role.

If Password is left blank, a random password will be assigned.

Click the import button.

Click the Choose File button.
Import

Import from CSV file none

Send email notice to user after import [+

CsV file should be in the format:
User ID (email), First Name, Last Name, Password, Role

User ID is mandatory, other fields optional.

Role Values:
A= Admin

S = School Tech
T = Teacher

(blank = teacher)

Blank password field will generate random password

Browse and select the CSV file to import

Control Tower will automatically send an email to each user to notify them of their login credentials and
the login URL. Uncheck the box "Send email notice to user after import" if you don't want the system to
do this.

Click the Upload button

The confirmation prompt will show the values of the first record in the file.

Process will import 3 user(s). Import now?
Sample of first user in file
Login: bob@sunrise.com
First name: Bob
Last name: Miller
Role: Teacher

View the sample record to be sure the fields are in the correct order, then click Yes to complete the
import.

6.1.2 Adding Control Tower Users Manually
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Click the Add button.

Enter a user name or e-mail address for the user. We highly recommend using an e-mail address
because this will allow the user to access the “forgot my password” feature if they forget their
password.

The system will automatically create a random password for the user. If you wish to enter a password
manually, uncheck the box "Create random password" to clear the password fields so that you can
enter your own.

User details

User name (e-mail) cjohanson@valley.com

Create random password [+

Password @
Password again CTTCLE ®
Motify user via emnail el

# Teacher
Rale Technician

Location admin
Organization admin

Adam's Street Middle School
District Office

Eastside Elementary

Location -
Fhilips Elementary
#| Valley View High School
Westside Elementary
First name Cassandra
Last name Johanscn
Motes

Notify user via email: When selected, this option will send an email to the user notifying them of their
login ID and password immediately after you click Save.

Role: Sets the role for the user

Location: Set at least one location for the user. Users will be able to choose selected locations under
the Location menu in Control Tower. This will also assign them Access rights to the location (as shown
in Locations on the Access rights tab).
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Notes field: Use the Notes field for any additional information you wish to record, such as
department or location. This information will be searchable in other areas of TabPilot to help you find
users that meet a specific criteria.

6.2 School Users

The School Users tab is for managing student accounts or accounts of users who only need to receive
VPP app and book assignments and don't need to login to Control Tower. Typically, this would be your list
of students.

The School users tab will also show users that were pulled in from your Apple School Manager account.
When users are added from ASM, TabPilot will automatically associate them with all VPP accounts so that
they can receive app assignments.

Caontrol Tower users School users Apple school manager
a
b,
Select: All None E E m E
l’_j[- 4 USER ID FIRST NAME LAST NAME USER NAME (E-MAIL) GRADE STATUS ASSIGNED DEVICES
12 Adam 2 adam2@notrealemail.com
] 3 Bob McDonald bob@medonald
~| 100 David Pasqua david@tabt.com X::ng?:jw: map m
102 Adam Cusick adam@notrealemail.com gzpi:{g;?jw: lil red

6.2.1 Importing School Users from a File

To import a list of users, you need to provide a CSV (comma separated values) file with the users. You can
save to CSV from any spreadsheet program or export to CSV from most management systems.

The CSV file should have the following fields, in order:

E-mail, First Name, Last Name, User ID, Grade

e Do not use a header row.
Email, First Name, and Last Name are required.
If the User ID field is left blank, TabPilot will generate sequential ID numbers during import.

1. Click the import button.
2. Click the Choose File button.

Import

Import from CSV file none

CSV file should be in the format:
E-mail, First Name, Last Name, User ID, Grade

E-mail, First Name, Last Name fields are mandatory, other fields optional.

Blank User ID field will generate sequencial User ID

3. Browse and select the CSYV file to import then click the Upload button.
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6.2.2 Adding School Users Manually

1.

Click the Add button.

If the user will receive an invitation to accept user-assigned VPP apps or iBooks, check the box
for the VPP account to use. Note: this is not the preferred method for app assignment, as
device-based assignments are recommended.

The system will automatically generate a User ID, but you can replace it if desired.
Enter a first and last name (required).
Optionally, enter a grade.

If you wish to send an email invitation to accept user-assigned VPP apps or iBooks, check the
box for "Send VPP email invite". Tis is not the preferred method for app assignment. Also, if
you do need to send invitations, device-based invitations are preferred to email invitations in
most cases since they must be accepted on the correct device.

School user

VPP accounts | Main VPP account
User ID 5

E-Mail joe@schools.com
First name Joe

Last name Test

Grade 9

Send VPP email invite |

6.2.3 Adding Student Photos

To add a student photo, select the student account from the School Users tab. Click the Set photo button
and browse to add a photo. You will be able to rotate or zoom to a selected area of the photo before

saving.
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School user | VPP licenses

VPP accounts || Primary
User ID 106

E-Mail joe@here.com
First name Joe

Last name Here

Grade 8

Assigned devices

6.2.4 Assigning a device to a student

There are two ways to assign a device to a student. One method is to assign the student from the device
details. The other method is to assign the device from the student details.

1. Select a student from the School Users list to view student details.

School user | VPP licenses
WPP accounts || Primary
User IO 2
E-Mail adamZ@notrealemail com
First name Adam
Last name 2
Grade
Assigned devices

2. Click the Add button next to "Assigned devices"
Assigned devices

3. From the list of devices, select the device to assign and click Save.

Devices
Devices in group Select: All None
4 DEVICE ID DEVICE MAME
I FEQOQKD9XGEIWVW big bk
I FEQOLO7RGSWO Big RED
—— bmbampencRsd Becleio Blaele

6.2.5 Delete (purge) student photos

To delete one or more student photos, select the student(s) from the School Users list and use the Purge
Photos button.
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6.3 Apple School Manager Users

After configuring the DEP account from your Apple School Manager account, TabPilot will pull in your ASM

class roster and populate the Apple School Manager tab. This list is for reference only. The IDs
themselves are managed through ASM.

Control Tower users = School users | Apple School Manager

Q A ~]
Select: All None
;@ & MAME APPLE ID SOURCE GRADE ROLE
[] albert Einsetin albert@tabpilot.com MANUAL 3
[ Betty Bop bettybop@tabpilot.com MAMUAL 3
[ pilly Student hillystudent@tahnilat. com MAMLIAL g

Because each user also needs to r